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Understanding risk is a critical function that enables 

companies to best allocate resources that maximize 

rewards and minimize unpredictability in business 

operations.

Today, that unpredictability is shifting the risk paradigm 

from well-managed corporate risk practices to a broader 

strategy that includes business and digital risks. As 

the business world undergoes digital transformation 

and adapts to new ways of conducting business, digital 

risk management has emerged as an essential skill set 

for organizations that depend on digital processes 

and models to operate. Enterprise risk management 

is therefore about elevating business and digital 

risk management as business enablers to exploit 

opportunities in a digital future.

Addressing these challenges, RSA hosted an exclusive 

roundtable discussion with risk, compliance and IT 

leaders June 28, 2018, at Artemis Grill, CapitaGreen. 

Sri Narayanan, industry commentator and former 

executive editor, CIO Asia, moderated the session, 

lamenting that much of the discussion around digital 

risk was centered with the IT department. “What we’re 

hearing from organizations in the private and public 

sectors are that digital risk management is still under the 

purview of the CIO or CISO. There is a sense they are 

the best placed to manage this risk given their technical 

expertise. Unfortunately, that misses the point about 

how enterprise risk impacts everyone and should be 

everybody’s concern.”

In his opening remarks, James Fong, Archer Solution 

Lead, RSA, cited a recent survey revealing that 77 

percent of enterprises were very concerned about 
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digital risk management in their organizations. “What is 

alarming is that 65 percent of respondents believe their 

risk management initiatives lacked sufficient investment 

and discipline in terms of maturity and effectiveness,” 

notes Fong. “Unfortunately, that means the burden of 

digital risk management has fallen on the shoulders of 

the CISO or CRO.”

Guest speaker Gerry Chng, partner, advisory services, 

Ernst & Young ASEAN Cybersecurity Leader, suggested 

that enterprises should view the bridging of digital 

and business risks as an opportunity to rethink their 

global business operations. “Current risk management 

practices though widely adopted and proven can be too 

slow and cumbersome to apply to newer digital risks,” 

observed Chng. “But if managed properly, enterprises 

can leverage risk management to uplift their business 

and spur innovative customer outreach with technology.” 

The roundtable discussions continued through a lively 

exchange with IT leaders across the public sector, 

banking and financial services, utilities and properties 

sector who shared their thoughts and experiences in risk 

management and the challenges they faced.

RISK MANAGEMENT STARTS WITH 
EARNING TRUST
Several participants noted that the central question 

around operating in risk silos is about earning trust with 

employees, customers and other stakeholders. There 

are still internal challenges at many organizations, both 

private and public, when it comes to measuring and 

quantifying what risk they face. One participant noted, 

“To permeate this ‘old’ risk culture, we need to involve 

management. Otherwise, little is changed.” 
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Several IT leaders believed that educating senior management as a mandatory 

requirement was a good starting point. They also suggested that every business 

unit within the organization appoint a risk manager or representative, and not just 

a coordinator, to drive the risk content and culture. This would embed a culture of 

proactively assessing risk across all employees.

THE BUSINESS VS. DIGITAL RISK DISTINCTION
Fong shared his thoughts about the transformation of the governance, risk and 

compliance (GRC) concept from a compliance focus to an objectives- and risk-

focused orientation that reinforces the broader role of Business risk management. 

Business risk management represents the next evolution of the governance, 

risk and compliance paradigm—managing risk within the business. Digital risk 

management, on the other hand, is the next evolution in enterprise risk and security 

for organizations that increasingly rely on digital processes to run their business. 

Chng believes that companies had to unify the various risks across their business 

rather than leaving them in silos. This was one reason why many organizations 

lacked the business maturity to tackle digital risk on the same level as business risk 

management. “The situation is improving but we are not quite there yet,” noted 

Chng. “Lots of organizations are still looking at risk in silos. They assign technology 

risk to a CISO or CIO, and operational risk to an alternate executive.”

Chng remarked that over the last 15 years, managing digital risks has been very 

control-centric. “The view has been about maintaining controls from an audit 

perspective, but today it is a risk versus rewards conversation. Unfortunately, for 

many in senior management, this is where the disconnect occurs.” 

MORE THAN PRIVACY OR COMPLIANCE
There was consensus among leaders in all sectors that the risk conversation had 

to go beyond compliance or data protection and privacy. Many believed that risk 

managers had to have some level of IT or cyber technical skills to evaluate the 

impact of digital risks to the organization. 

For example, participants noted that compliance regimes such as the General Data 

Protection Regulation (GDPR) required a broader understanding of how data was 

processed in the organization. Who was responsible for data protection if the data 

resided in a location other than IT? Was GDPR an IT-specific risk or operational 

risk? Without an understanding of how the technology was being deployed and 

used, it would be challenging for risk managers to respond to changes in their 

business environment.

One proposal was to educate risk managers and stakeholders to ask the right 

questions. These could include asking if the organization had assessed the potential 

risk or root cause of taking a specific course of action. Or if there were steps they could 

take to prevent an event from happening again. The goal was to reframe mindsets to 

look at how incidents impact the organization and not just to contain the risk.
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ROLE OF PUBLIC SECTOR
Was there a role for the government and regulating authorities in risk management 

for industry? The consensus was that government could not be the first line of 

defense against digital risk. In many organizations, the first line of defense begins 

with staff training and education so that risks are mitigated at the point of impact.

The government, however, had a role in encouraging businesses to adopt better risk 

management practices. Some IT leaders noted the Singapore government was now 

adopting a banding protocol to rank public sector agencies that would determine 

their risk management effectiveness. In practical terms, an agency with a 96% 

compliance rating could find itself in a lower band because others had raised their 

bar to higher internal compliance standards. The goal was to encourage continuous 

improvement by benchmarking standards against one another.

RISK MANAGEMENT: A BUSINESS ENABLER?
Could embracing risk management present real value to the organization as a 

business enabler? According to Chng, the key issue was and is trust.

“If we look at businesses being predominantly digital, one of the key things that has 

never changed is trust. So the question businesses must ask is: How do they help 

customers trust them with their business?” adds Chng. “Instilling trust that your 

customer desires is still very important.”

Chng suggested that while it was possible to adopt compliance ratings as one 

measure of trust, it would hide a lot of the complexity. What other external systems 

are integrated into the delivery of products and services that are beyond the 

oversight of the business? How would any compliance rating offer security that the 

customer was protected from those systems? Distilling such trust to a compliance 

rating number was not a true gauge of risk.

Yet some leaders suggested that ratings were not necessarily bad. Looking beyond 

a number, a good compliance rating could provide a starting point relative to what 

their peers were doing in the marketplace. This would provide a multidimensional 

view of risks and an incentive to continually improve their risk management 

practices and build trust with customers.

Closing out RSA’s perspective, Fong suggested that recent changes in global 

business models, including outsourcing and offshoring, are increasingly looked at 

as a business enabler. Managing third-party or vendor risks is now a major business 

concern from either a business risk management or digital risk management 

perspective. With organizations relying more and more on third parties, 

organizations need to keep up with new or updated vendor relationships and 

monitor material changes occurring in existing third-party relationships. No third-

party relationship is static, and risks will continue to emerge and evolve. Ultimately, 

you need to ensure that no material risk exists with third-party relationships.

Participants agreed that while digital risk management was at its infancy, it was still 

possible to achieve higher levels of efficiency, effectiveness and accuracy in current 

practices if businesses were prepared to look beyond silos. In the future, they expect 

digital risk management will be a lean and agile discipline, relieving cost pressures, 
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improving regulatory compliance and contributing to the organization’s ability to 

meet escalating competitive challenges.
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